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Security Researcher 
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1.OSINT and 
Cryptocurrency  

Open Source Intelligence...  



What is Open-Source 
Intelligence 

▪ Information gathering from public sources 

▪ Gather Intelligence for both Offensive & 

Defensive Strategies 

▪ Analysis of data or attackers 
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OSINT and 
Cryptocurren
cy 
Relations between OSINT and 
Cryptocurrency 
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▪ Tracking Wallet 

▪ Discovering Private Keys 

▪ Exploring Miners Hardware 

Using OSINT and 
Cryptocurrency 
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Searching for Bitcoin 
Private Keys 
in GitHub repositories with Google 
BigQuery 
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http://www.youtube.com/watch?v=Xml4Gx3huag


Searching in Shodan and 
Censys  
Shodan 
is the world's first 
search engine for 
Internet-connected 
devices. 

Censys 
Finding and analyzing 
every reachable 
server and device on 
the Internet. 
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2.Hacking 
Cryptocurrency 
Miners with OSINT 
Techniques 



Potential Targets 
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Hacking “antMiner 
s9” 
Discovering antMiner mining 
hardware and accessing to them... 
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(antminer) AND protocols.raw: “80/http” AND 
80.http.get.title: “401” 
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Default root password: root 
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Hacking 
“Claymore 
Software” 
Discovering Ethereum mining rigs 
and exploit them... 
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“ETH - Total Speed:” 
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What more can  
be done? 
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You can improve search techniques with OSINT for 
gathering massive data 

You can even damage all GPUs by controlling the 
fans after editing the config.txt 



Protection Methods 

Setup a 
firewall in 

front of 
Mining Rig 

Close write 
permission 

Change root 
password 
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3.Next Generation 
Phishing Attacks  
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~ $4,782 Tokens 
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Homograph Phishing Attack 
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4.Web Browser 
Based Mining 
Attacks  



What is Browser Mining 

▪ Generally Used Javascript API to mine the 

Monero 

▪ Most Popular website is CoinHive.com 

▪ CoinHive is blocked by TURKEY ISP 
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Browser Mining Attack Vectors 

▪ MITM Attack and Injecting the Javascript Codes 

▪ Injecting html codes by hacking popular 

websites 

▪ DNS Hijacking 
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GET https://coinhive.com/lib/coinhive.min.js 



Protection Methods 

Use “Mining 
Blocker” on 

Chrome 

Check 
Processes 
and CPU 

Usage 

Use Updated 
Antivirus 
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5.Ethereum 
Smart-Contract 
Vulnerabilities 
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function initWallet(address[] _owners, uint 
_required, uint _daylimit) {   
  initDaylimit(_daylimit); 
  initMultiowned(_owners, _required); 
} 
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$0,57 Fee 
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~$33,424,300 



Protection Methods 

Detect 
Overflows & 
Underflows 

Reentrancy Visibility & 
Delegatecall 
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Thank you for listening... 
 
http://swordsec.com 

info@swordsec.com 

twitter.com/Sword_Sec 

http://swordsec.com
mailto:info@swordsec.com
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